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1.

Introduction

This document contains the provisions of the “Binding Corporate Rules (“BCR”) for the Coloplast Group
for the Protection of Personal Data” which are binding for all participating corporate entities within the
Coloplast Group towards data subjects, by virtue of third-party beneficiary rights.
Protecting the security and privacy of personal data is important to the Coloplast Group and the Coloplast
Group conducts its business in compliance with the applicable laws on data protection and data security.
The BCR are internal rules adopted by Coloplast A/S (“Coloplast”) and its participating corporate entities
(“Coloplast Entities”), to present “adequate safeguards for the protection of the privacy and fundamental
rights and freedoms of individuals” within the meaning of applicable data protection law, especially the
data protection laws of the Member States of the European Economic Area (“EEA”).
2.

Definitions

In the BCR the expressions have the meanings ascribed to them in the GDPR. Any reference to the EEA
data protection authorities shall mean a reference to the supervisory authorities as defined under the
GDPR. In addition to the terms used in the GDPR, terms written with a capital letter will have the meaning
as ascribed to them below:
Term
Audit Protocol
Binding Corporate Rules or BCR

Consent

Coloplast
Coloplast Entity
Coloplast Group
Compliant Handling Procedure
Coloplast Headquarter
Co-operation Procedure
Corporate Data Protection Officer
GDPR, General Data Protection Regulation or
Regulation
Local Data Protection Manager
Member State

Definition
Means the audit protocol set out in Appendix 2 to
the BCR.
Means the Coloplast Binding Corporate Rules set
out in this Binding Corporate Rules Policy,
including its appendices and the Undertaking.
Means any freely given specific and informed
indication of the data subject’s wishes by which
the data subject signifies his agreement to
personal data relating to him being processed.
Means Coloplast A/S
Mean Coloplast and its participating corporate
entities.
Means Coloplast A/S and all Coloplast Entities.
Means the complaint handling procedure set out
in Appendix 3 of the BCR.
Means Coloplast A/S.
Means the co-operation procedure set out in
Appendix 4 of the BCR.
Means the Corporate Data Protection Officer
appointed by Coloplast.
Means the EU Regulation (EU) 2016/679
(General Data Protection Regulation) to be
applied as of 25 May 2018.
Means the local data protection managers
appointed for one or more Coloplast Entities.
Means a country within the EEA.

Special categories of personal data

Subject Access Procedure
Undertaking

Updating Procedure

Means personal data revealing racial or ethnic
origin, political opinions, religious or philosophical
beliefs, or trade union membership, and the
processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person,
data concerning health or data concerning a
natural person’s sex life or sexual orientation.
Means the subject access procedure set out in
Appendix 1 to the BCR.
Means the legally binding undertaking under
which the Coloplast Entities are obliged to adhere
to the BCR.
Means the updating procedure set out in
Appendix 5 of the BCR.

The following acronyms are used in the BCR:
Term
BCR
CFO
CIO
EEA
QMS

3.

Definition
Binding Corporate Rules
Chief Financial Officer
Chief Information Officer
European Economic Area
Corporate Quality System

Scope of the BCR

The BCR apply to Coloplast Entities which are processing personal data relating to data subjects,
including all Coloplast Entities established:
(a)

in the EEA or in a country with an adequate level of data protection as acknowledged by a
decision of the European Commission; and

(b)

outside the EEA or outside a country with an adequate level of data protection as
acknowledged by a decision of the European Commission.

The BCR will cover all personal data transferred between the Coloplast Entities. This includes personal
data concerning employees, customers, subcontractors and other third parties processed internally by the
Coloplast Entities as part of their regular business activities.
The personal data transferred to other Coloplast Entities under the BCR will mainly comprise general
employee data, such as name, function, salary information and personal identification number, and
contact information on customers and suppliers. A detailed overview of the categories of data as well as
the purposes relating to each category of data and its transfer is set out in Appendix 6 to the BCR.
Transfers are made between the Coloplast Headquarter and the different Coloplast entities in the course
of their use of global it-systems and shared services. Further transfers are made to all entities of the
Coloplast group for reporting and analyses purposes. As an example, the Coloplast Headquarter will
gather information received from the different Coloplast entities and consolidate such information to

create aggregate reports and analyses for the whole Coloplast group. Finally, HR information is
transferred between Coloplast entities for employee mobility and relocation purposes.
The transfer will be carried out between the Coloplast Entities in the countries listed in Schedule 1 of the
Undertaking.
Coloplast Entities may also process and transfer special categories of personal data, namely health
information about patients, and health information about employees regarding work related incidents.
4.

Binding effect upon the Coloplast Entities

The Coloplast Entities have undertaken to adhere to the BCR and have duly signed a legally binding
undertaking under which the Coloplast Entities are obliged to adhere to the BCR (“Undertaking”).
Only the Coloplast Entities covered by the scope and who have undertaken to adhere to BCR will fulfil the
obligations set out herein. Non-EU Coloplast entities covered will only adhere to the BCR and fulfil the
obligations with respect to personal data transferred directly or indirectly out of the EU or EEA under the
BCR.
5.

Substantive principles for the processing of personal data

The following principles, which derive specifically from the GDPR and the Madrid Resolution of November
5, 2009, apply and will be enforced with respect to the processing of personal data by participating
companies within the scope of the BCR:
5.1. Legitimacy and legality of data processing
The processing of personal data shall be done lawfully in compliance with the relevant statutory
provisions and with due regard for the principles laid down in the BCR.
The processing of personal data is only permissible if at least one of the following prerequisites is fulfilled:
(c)

the data subject has given its unambiguous Consent;

(d)

data processing is necessary for the purpose of the performance of a contract to which the
data subject is party or establishing a contractual relationship with the data subject;

(e)

processing is necessary to safeguard legitimate interests of the controller and such
legitimate interest is not overridden by the interest of the data subject;

(f)

processing is necessary for compliance with the law of the Member State to which the
controller is subject; or

(g)

processing is required, exceptionally, to protect the vital interest, such as the life, health or
safety, of the data subject.

5.2. Purpose
Personal data shall be processed exclusively for specified, explicit and legitimate purposes. Under no
circumstances shall personal data be processed in a way that is incompatible with the legitimate

purposes for which the personal data was collected. Coloplast Entities are obligated to adhere to these
original purposes when storing and further processing or using personal data transferred to them by
another Coloplast Entity. The purpose of data processing may only be changed with the consent of the
data subject or to the extent permitted by the applicable law and information will be provided as required
under GDPR. To the extent data is transferred from a Member State to a Coloplast Entity in a nonMember State, the purpose of the processing may only be changed with the consent of the data subject
or to the extent permitted by the applicable law of the relevant Member State to which the Coloplast Entity
transferring the personal data is subject.
5.3. Transparency
Each Coloplast Entity commits to make the BCR readily available to every data subject and the BCR will
be available on Coloplast’s website. All Coloplast Entities shall process personal data in a transparent
manner. All Coloplast Entities will ensure that data subjects are provided with the information set out
under section 6.1 of this BCR policy by the relevant Coloplast Entity (in consultation with the transferring
company, if applicable).
5.4. Data quality and proportionality
Personal data must be correct and kept up to date. Appropriate measures are to be taken to ensure that
inaccurate or incomplete personal data is corrected, blocked or erased.
Data processing shall be guided by the principle of proportionality. The objective is to collect, process,
and use only such personal data as is required for the relevant purpose of the processing. In particular,
Coloplast Entities will make use of the possibility to anonymise or pseudonymise personal data, provided
that the cost and effort involved corresponds with the desired purpose. Statistical evaluations or studies
based on anonymized personal data are not relevant for data protection purposes, provided that such
personal data cannot be used to identify the data subject and provided that local law does not stipulate a
higher level of protection for anonymized personal data than the BCR.
Personal data, which is no longer required for the purposes for which it was originally collected and
stored, is to be erased. In the event that statutory retention periods apply, the data shall be blocked rather
than erased.
5.5. Onward transfer of data
The transfer of personal data from a Coloplast Entity to a non-Coloplast Entity (i.e. a company that is not
bound by the BCR) outside the EEA is only permissible under the following conditions:
(a)

the country is deemed to be adequate under Article 45 of the GDPR; or

(b)

the receiving entity demonstrates that it has an adequate level of protection for personal
data within the meaning of Article 46 of the GDPR, e.g. by concluding an EU standard
contract (Standard Contractual Clauses for Data Processors 2010/87/EU or Standard
Contractual Clauses between Data Controllers 2001/497/EC or 2004/915/EC) or by
concluding other appropriate contractual agreements between the transferring and the
receiving entity; or

(c)

the transfer is permissible under the exceptions defined in Article 49 of the GDPR

Transfers of personal data from a Coloplast Entity to any public authority cannot be massive,
disproportionate and indiscriminate in a manner that would go beyond what is necessary in a democratic
society.
Furthermore, if the receiving entity is a processor, the conditions set out in Articles 28 and 29 of the
GDPR and Articles 24, 25 and 32 of the GDPR must additionally be satisfied. The requirement to enter
into an agreement satisfying the requirements of Article 28 also applies where the receiving entity is a
Coloplast Entity covered by the BCR.
5.6. Special Categories of personal data
The Coloplast Entities may, if required for the purpose of the relevant processing activity, process and
transfer Special Categories of personal data, namely health information about patients, and health
information about employees regarding work related incidents. Particular precaution must be taken if
Special Categories of personal data are processed.
Should the processing of special categories of personal data be required, the explicit Consent of the data
subject must be obtained, unless such processing is expressly permitted by the laws of a Member State
(e.g. for the purpose of registering/protecting minorities), and additional requirements set out in the GDPR
are complied with for the processing of Special Categories of personal data, including adequate security
measures applicable for the processing of such personal data. Coloplast Entities will not process on the
basis of explicit consent under this clause 5.6, where Union or Member state law has made exception to
such processing pursuant to Article 9 (2) (a) of the GDPR.
The Corporate Data Protection Officer or the Local Data Protection Manager of the Coloplast Entity shall
be consulted prior to the processing of special categories of personal data.
5.7. Direct Marketing
The Coloplast Entities will not approach data subjects with direct marketing enquiries without consent
from the data subject, unless the data subject has previously bought products or services similar to the
subject matter of the marketing enquiry and has not declined receiving such communications. The
Coloplast Entities will inform the data subjects on their right to object to the processing of the data
subjects’ personal data for advertising purposes or for purposes of market research and/or opinion polling
purposes. The Coloplast Entities will inform the data subject of its right to object free of charge to the
processing of the data subject’s personal data. In such cases, the Coloplast Entities will refrain from
contacting the data subjects who have opted out of receiving marketing information.
5.8. Automated individual decisions
If personal data is processed for the purpose of making automated individual decisions, the legitimate
interests of the data subject must be ensured through appropriate measures. Decisions which have legal
consequences for the data subject or substantially prejudice the data subject may not be reached
exclusively on the basis of an automated individual procedure designed to evaluate an individual’s
personal characteristics. An exception applies only if the decision:
(d)

is taken in the course of entering into or performance of a contract and is necessary for the
one of these, provided the request for the entering into or the performance of the contract,
lodged by the data subject, has been satisfied or that there are suitable measures to
safeguard the data subject’s legitimate interests, such as giving the data subject the
opportunity to put the data subject’s point of view forward; or

(e)

is authorized by a law which also lays down measures to safeguard the data subject’s
legitimate interests.

5.9. Data security
The Coloplast Group has established and documented an IT security organization and has integrated
data security into the processes of this organization. The Coloplast Entities will take appropriate technical
and organizational measures to ensure data security, which protects personal data against accidental or
unlawful erasure, unauthorized use, alteration, loss and destruction as well as protecting against
unauthorized disclosure or unauthorized access. Having regard to the state of the art and the cost of their
implementation, such measures shall ensure a level of security appropriate to the risks represented by
the processing and the nature of the personal data to be protected (data protection by design). Special
categories of personal data shall be subject to specific security and protection measures. Such measures
shall further ensure that, by default, only personal data which are necessary for each specific purpose of
the processing are processed (data protection by default).
Specific measures are used to ensure adequate protection of personal data including admission controls,
system access controls, data access controls, transmission controls, input controls, job controls,
availability controls and segregation controls.
All computers and mobile devices are password/passcode protected and managed through a device
management tool. The Coloplast intranet has a firewall system to protect internal company content from
unauthorized external access. Transmission of personal data within the company’s own network is
typically encrypted, to the extent that the nature and intended purpose of the personal data requires this.
The Coloplast Entities has implemented a Data Protection Breach Procedure setting out how all personal
data breaches must without undue delay be reported to the Coloplast Entities’ Corporate Data Protection
Officer and the relevant Local Data Protection Manager and procedures for how the Corporate Data
Protection Officer must handle personal data breaches, including reporting such without undue delay to
the Coloplast Headquarter. Furthermore, the Data Protection Breach Procedure sets out how the
Coloplast Entities will ensure to notify relevant Data Protection Authorities without undue delay and no
later than 72 hours after having become aware of the personal data breach and how the Coloplast
Entities will ensure to notify data subjects of a personal data breach without undue delay where the
personal data breach is likely to result in a high risk to their rights and freedoms of the data subjects.
Furthermore, any personal data breaches will be documented (comprising the facts relating to the
personal data breach, its effects and the remedial action taken) and the documentation will be made
available to the EEA data protection authority on request.
5.10. Confidentiality
Only Coloplast employees, who are authorized by Coloplast and have been specifically instructed in
compliance with data protection requirements may collect, process or use personal data. Access
authorization of the individual employee will be restricted according to the nature and scope of the
employee’s particular field of activity. The employee is prohibited from using personal data for private
purposes, from transferring or from otherwise making personal data available to unauthorized persons.
Unauthorized persons in this context include, for example, other employees, to the extent that they do not
require the personal data to complete their specialist tasks. The confidentiality obligation continues
beyond the end of the employment of the employee in question.

5.11. Commissioned data processing
When a Coloplast Entity (for the purpose of this section 5.11 the “Controller”) commissions another legal
entity not bound by the BCR (for the purpose of this section 5.11 the “Processor”) to process personal
data, the following requirements will be observed:
(f)

the Processor is carefully assessed and selected by the Controller on the basis of the
Processor’s ability to ensure the implementation and maintenance of necessary technical
and organizational security measures required for complying with the BCR in relation to
data processing;

(g)

the Controller will ensure and regularly verify that the Processor remains fully compliant
with the agreed technical and organizational security requirements;

(h)

the performance of commissioned data processing must be regulated in a written
agreement in which the rights and obligations of the Processor are unambiguously defined.
In particular, such agreement will stipulate that the Processor:
(i)

processes the personal data only on documented instructions from the Controller;

(ii)

ensures the confidentiality of persons processing the personal data;

(iii) will not engage another processor without prior authorisation from the Controller;
(iv) takes all measures required to implement the necessary technical and organisational
security measures;
(v)

ensures that any processing by a sub-processor will be subject to the same data
protection requirements as stipulated in the agreement between the Controller and
the Processor;

(vi) assists the Controller with answering requests from data subjects to exercise their
rights;
(vii) that the Processor remains liable to the Controller for any breach of the data
protection obligations by a sub-processor;
(viii) assists the Controller in ensuring compliance with applicable security requirements,
notification of data protection authorities and data subjects in case of a data breach
and with conducting data protection impact assessments and prior consultations with
data protection authorities if necessary;
(ix) at the choice of the Controller deletes or returns all copies of the personal data to the
Controller upon termination of the services;
(x)

makes available to the Controller all information necessary to demonstrate
compliance with data protection legislation, in particular that the Processor will
contribute to audits, including inspections, conducted by the Controller or a third party
appointed by the Controller; and

(xi) the Controller retains responsibility for the legitimacy of the processing and continues
to be the point of contact for the data subject.

5.12. Record of processing activities
Each Coloplast Entity has established and maintains a record of all categories of processing
activities carried out by the Coloplast Entity. The record of processing contains the following
information for each processing activity:
(a)

the name and contact details of the Coloplast Entity;

(b)

the purposes of the processing;

(c)

a description of the categories of data subjects and of the categories of personal data;

(d)

the categories of recipients to whom the personal data have been or will be disclosed,
including recipients in countries outside of the EEA;

(e)

where transfers of personal data to a recipient in countries outside of the EEA, the
country(ies) in which the recipient is established and the documentation of suitable
safeguards (e.g. the Commission’s standard contractual clauses);

(f)

where possible, the envisaged time limits for erasure of the different categories of data;

(g)

where possible, a general description of the technical and organisational security measures
implemented to protect the personal data.

(h)

The record is maintained in writing, including in electronic form, and will be made available
to a EEA data protection authority on request.

5.13. Data Protection Impact Assessments
Each Coloplast Entity will assess the risk of its processing activities and where it is assessed that a
processing activity is likely to result in a high risk to the rights and freedoms of natural persons, the
Coloplast Entity will in cooperation with the Local Data Protection Manager carry out a data
protection impact assessment in accordance with Article 35 of the GDPR.
If the data protection impact assessment indicates that the processing would result in a high risk in
the absence of measures taken by the Coloplast Entity to mitigate the risk, the Local Data
Protection Manager must consult the Corporate Data Protection Officer and the Corporate Data
Protection Officer will consult the competent EEA data protection authority, prior to processing
personal data for the relevant processing activity.

6.
6.1.

Essential rights of the data subject
Information obligations

6.1.1. Data obtained from the data subject
Except where the data subject already has the information, each Coloplast Entity will at the time when
personal data are obtained, provide data subjects (from whom personal data relating to the data subject
is collected) with at least the following information:
(a)

the identity and contact details of the controller and its representative, if any;

(b)

the contact details of the Corporate Data Protection Officer;

(c)

the purpose(s) of the processing and the legal basis for the processing;

(d)

where the processing is based on a balancing of interests, the legitimate interest pursued
by the relevant Coloplast Entity;

(e)

the recipients or categories of recipients;

(f)

where applicable that the personal data is intended to be transferred to a third country,
including how adequate safeguards for the protection of data is ensured and the means by
which to obtain a copy of or more information on such adequate safeguards;

In addition, each Coloplast Entity will provide the following information to the data subject, insofar as such
information is relevant and necessary to ensure fair and transparent processing:
(a)

the period for which the personal data will be stored or if that is not possible, the criteria
used to determine that period;

(b)

the existence of the right to request access to, rectification or restriction of and/or erasure
of personal data as well as the right to object to the processing and the right to data
portability;

(c)

where a processing is based on consent, the right to withdraw such consent;

(d)

the right to lodge a complaint with a supervisory authority;

(e)

whether the voluntary provision of personal data is a statutory or contractual requirement,
or a requirement necessary to enter into a contract, including whether the data subject is
obliged to provide the personal data as well as the possible consequences of failure to
provide such personal data; and

(f)

whether automated decision making, including profiling, will be applied to the personal
data, including information on the logic involved in such decision making and the
significance and envisaged consequences of such processing.

Where a Coloplast Entity intends to process personal data for a different purpose than that for
which the personal data were originally collected, the Coloplast Entity in question will notify the data

subject prior to that further processing on the purpose of such processing and provide the data
subject with any other relevant information pursuant to clause 6.1.1 above.
6.1.2. Data not obtained from the data subject
Where the data has not been obtained from the data subject and where the data subject does not already
have the information, each Coloplast Entity will provide the data subject with at least the following
information:
(a)

the identity and contact details of the controller and its representative, if any;

(b)

the contact details of the Corporate Data Protection Officer;

(c)

the purpose(s) of the processing and the legal basis for the processing;

(d)

the categories of personal data concerned;

(e)

the recipients or categories of recipients;

(f)

where applicable that the personal data is intended to be transferred to a third country,
including how adequate safeguards for the protection of data is ensured and the means by
which to obtain a copy of or more information on such adequate safeguards;

In addition, each Coloplast Entity will provide the following information to the data subject, insofar as such
information is relevant and necessary to ensure fair and transparent processing:
(a)

the period for which the personal data will be stored or if that is not possible, the criteria
used to determine that period;

(b)

where the processing is based on a balancing of interests, the legitimate interest pursued
by the relevant Coloplast Entity

(c)

the existence of the right to request access to, rectification or restriction of and/or erasure
of personal data as well as the right to object to the processing and the right to data
portability;

(d)

where a processing is based on consent, the right to withdraw such consent;

(e)

the right to lodge a complaint with a supervisory authority;

(f)

from which source the personal data originate, and if applicable, whether it came from
publicly accessible sources;

(g)

whether automated decision making, including profiling, will be applied to the personal
data, including information on the logic involved in such decision making and the
significance and envisaged consequences of such processing.

Each Coloplast entity will provide the information set out in this clause 6.1.2:

(a)

within a reasonable period after obtaining the personal data, but no later than within one (1)
month;

(b)

where the personal data are to be used for communication with the data subject, at the
latest when the Coloplast entity in question is first communicating to the data subject;

(c)

if disclosure to a third party is envisaged, at the latest when the personal data is first
disclosed to such third party.

Where a Coloplast Entity intends to process personal data for a different purpose than that for which the
personal data were originally collected, the Coloplast Entity in question will notify the data subject prior to
that further processing on the purpose of such processing and provide the data subject with any other
relevant information pursuant to clause 6.1.2.
When provided for by applicable law of an EU Member State, the data subject will not have a right to
information under the following circumstances:
(a)

the provision of such information proves impossible or would involve a disproportionate
effort, in particular for processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, subject to complying with and
implementing alternative measures as regulated by EU or Member State law;
if obtaining or disclosure of the personal data is expressly laid down by EU or Member
State law to which the relevant Coloplast Entity is subject and which provides appropriate
measures to protect the data subject’s legitimate interests; or

(b)

where the personal data must remain confidential subject to an obligation of professional
secrecy regulated by EU or Member State law.

6.2. Rights of the data subjects
Each Coloplast Entity will ensure that all data subjects will be able to obtain:
(a)

confirmation as to whether or not personal data relating to the data subjects is being
processed and at least the following information:
(i)

the purposes of the processing,

(ii)

the categories of personal data concerned,

(iii) the recipients or categories of recipients to whom the personal data are disclosed,
(iv) the envisaged period for which the personal data will be stored, or, if not possible, the
criteria used to determine that period,
(v)

the existence of the right to request from the Coloplast Entity rectification or erasure of
personal data or restriction of processing of personal data concerning the data subject
or to object to such processing, the right to lodge a complaint with a supervisory
authority,

(vi) where the personal data are not collected from the data subject, any available
information as to their source, and
(vii) whether automated decision making, including profiling, will be applied to the personal
data, including information on the logic involved in such decision making and the
significance and envisaged consequences of such processing;
(b)

communication to the data subject in an intelligible form of the personal data undergoing
processing and of any available information as to their source, including a copy of the
personal data undergoing processing;

(c)

the rectification, erasure or blocking of personal data the processing of which does not
comply with the provisions of the BCR or applicable law, in particular because of the
incomplete or inaccurate nature of the data;

(d)

notification to third parties to whom the data has been disclosed of any rectification,
erasure or blocking carried out in compliance with (c), unless this proves impossible or
involves a disproportionate effort, without constraint, at reasonable intervals and without
excessive delay or expense. The response may be in a written form (e-mail is sufficient);

(e)

restriction of a Coloplast Entity’s processing of the data subject’s personal data where:
(viii) the accuracy of the personal data is contested by the data subject, for a period
enabling the Coloplast Entity to verify the accuracy of the personal data;
(ix) the processing is unlawful and the data subject opposes the erasure of the personal
data and requests the restriction of their use instead;
(x)

the Coloplast Entity no longer needs the personal data for the purposes of the
processing, but they are required by the data subject for the establishment, exercise
or defence of legal claims; or

(xi) the data subject has objected to processing pending the verification whether the
legitimate grounds of the Coloplast Entity override those of the data subject;
(f)

the right at any time to object, on grounds relating to the data subject’s particular situation,
where the processing of personal data is based on a balancing of interests, including
profiling based on the balancing of interests.

(g)

the right not to be subject to a decision based solely on automated processing, including
profiling, which produces legal effects concerning him or her or similarly significantly affects
him or her.

The law of a Member State may restrict the data subject’s rights set out above, including the right to
access if this right is exercised repeatedly within a short period of time, unless the data subject can show
a legitimate reason for the repeated assertion of claims for information. Further, Coloplast may restrict the
data subject’s rights under clause 6.2(b) if the right adversely affect the rights and freedoms of others.

Where requests from a data subject are manifestly unfounded or excessive, in particular because of their
repetitive character, the Coloplast Entity receiving a data subject access request may charge a
reasonable fee, taking into account the administrative costs of providing the information or communication
or taking the action requested, for providing the information set out under clause 6.2(b).
Further, each Coloplast Entity will ensure that all data subjects may at any time object to Coloplast’s
processing of data relating to the data subject. Where the objection is justified, each Coloplast Entity will
ensure that the personal data is erased and no longer will be processed.
The data subject can assert the above rights by contacting the respective Coloplast Entity, the Local Data
Protection Manager if one such is designated for the Coloplast Entity in question, or the Corporate Data
Protection Officer.

7.

Third party beneficiary rights

Data subjects whose personal data is (i) transferred from the EEA to a country outside the EEA by a
Coloplast Entity and (ii) is subject to the BCR shall be able to enforce the following third party beneficiary
rights against such Coloplast Entity in accordance with Clause 4 or Clause 6 of the Undertaking, as
applicable:
(a)

to seek enforcement of compliance with the BCR, including its appendices, including but
not limited to seeking enforcement of the following rights and principles;
(i)

the substantive principles for the processing of personal data set out in Clause 5;

(ii)

the rights of the data subject set out in Clause 6.2;

(iii) local statutory regulations in accordance with Clause 15, insofar as such local law
stipulates a higher level of protection of personal data than the BCR;
(iv) the right to make a compliant through the procedure set out in the Compliant Handling
Procedure;
(v)

(b)

any support of or cooperation needed with data protection authorities pursuant to
Clause 12;

to lodge a complaint with an EEA data protection authority of competent jurisdiction, in
particular in the Member State of the data subject's;
(i)

habitual residence;

(ii)

place of work; or

(iii) where the alleged infringement of the BCR occurred; and/or
(c)

to take action against a Coloplast Entity in order to enforce compliance with the BCR in the
courts of the jurisdiction in which:

(i)

the Coloplast Entity responsible for the alleged breach is established; or

(ii)

the Coloplast Entity responsible for exporting the personal data is established; or

(iii) the data subject has his or her habitual residence;
(d)

to make complaints to a Coloplast Entity within the EEA and, where appropriate, receive
compensation from a Coloplast Entity for damage suffered as a result of a breach of the
BCR in accordance with the determination of a court or other competent authority. Such
complaints may be made in accordance with the Complaint Handling Procedure set out in
Appendix 3;

(e)

to obtain redress and where appropriate compensation from the exporting Coloplast Entity
or the Coloplast Headquarter in case of any damages resulting from a breach of the BCR
by a Coloplast Entity; and

(f)

to obtain a copy of the BCR with its appendices and the Undertaking on request or by
obtaining a copy of the BCR on Coloplast’s website.

In the event of a claim being made in which a data subject has suffered damage Coloplast has agreed
that the burden of proof to show that (i) a Coloplast Entity outside the EEA is not responsible for the
breach, or (ii) that no such breach took place, will rest with the Coloplast Entity responsible for exporting
the personal data to a Coloplast Entity outside the EEA. For claims directed towards the Coloplast
Headquarter, the burden of proof will be on the Coloplast Headquarter, regardless of which Coloplast
entity was responsible for the alleged breach.
In addition, claims may be brought against the Coloplast Headquarter that has undertaken to accept
responsibility for and agreed to take the necessary action to remedy the acts of other Coloplast Entities
outside of the EEA and to pay compensation for any damages resulting from the violation of the BCR by
Coloplast Entities.
In the event that a non-EEA Coloplast Entity is no longer a party to the BCR or otherwise ceases to exist,
the third-party beneficiary rights provided to Data Subjects under this clause 7 will survive in order to
ensure that the Data Subject’s rights are not affected by such withdrawal from the BCR.
8.

Compliance and supervision of compliance

Coloplast has appointed a Corporate Data Protection Officer who is responsible for overseeing and
ensuring compliance with the BCR. The Corporate Data Protection Officer advises the Group Executive
Board, deals with the data protection authorities’ investigations, conducts annual reports on compliance,
and ensures compliance at a global level.
Coloplast has further appointed Local Data Protection Managers which are designated for most of the
Coloplast Entities. The Local Data Protection Managers are responsible for handling local complaints
from data subjects, reporting major privacy issues to the Corporate Data Protection Officer and for
ensuring compliance at a local level. The Local Data Protection Manager further supports the Corporate
Data Protection Officer and legal departments at regional and country level, which are responsible for
overseeing and enabling compliance with the BCR on a day-to-day basis.

9.

Subject Access Procedure

The Coloplast Entities will comply with the Subject Access Procedure set out in Appendix 1.
10. Audit
The Coloplast Entities will comply with the Audit Protocol set out in Appendix 2.
11. Complaint process
The Coloplast Entities will comply with the Complaint Handling Procedure set out in Appendix 3.

12. Cooperation with the data protection authorities
The Coloplast Entities will cooperate and support any personal data protection authorities in the event of
inquiries and complaints from data subjects with regard to non-compliance with the BCR in accordance
with the Co-operation Procedure set out in Appendix 4.
13. Update of the rules
The Coloplast Entities will comply with the Updating Procedure set out in Appendix 5.
14. Training
The Coloplast Entities will provide appropriate training to employees who have regular access to personal
data, who are involved in the collection of personal data or in the development of tools used to process
personal data.
15. Relationship between BCR and local statutory regulations
The legitimacy of the processing of personal data is judged on the basis of the applicable local law. To
the extent that the applicable local law stipulates a higher level of protection of personal data than the
BCR, data processing shall be in accordance with the applicable law. Each Coloplast Entity shall check
for itself, whether local data privacy laws exist and shall ensure compliance with these. If the applicable
local law provides a lower level of protection for personal data than the BCR, the present BCR shall be
applied.
The Coloplast Entities will ensure that where it has reason to believe that the legislation applicable to it
prevents it from fulfilling its obligations under the BCR and which has substantial effect on its ability to
comply with the BCR, the Coloplast Entities will promptly inform the Corporate Data Protection Officer
unless otherwise prohibited by a law enforcement authority.
In addition, where any legal requirement of a non-EEA country applicable to a Coloplast Entity is likely to
have a substantial adverse effect on the guarantees provided by the BCRs, the Coloplast Entity will
promptly inform the Corporate Data Protection Officer and Group Compliance Director and Head of Legal.
The Corporate Data Protection Officer will report such problem to the competent EEA data protection
authority. This includes any legally binding request for disclosure of the personal data by a law
enforcement authority or state security body. In such a case, the Corporate Data Protection Officer will

inform the competent EEA data protection authority about the request, including information about the
data requested, the requesting body, and the legal basis for the disclosure (unless otherwise prohibited,
such as a prohibition under criminal law to preserve the confidentiality of a law enforcement
investigation).
If in specific cases the suspension and/or notification are prohibited, the requested Coloplast Entity will
use its best efforts to obtain the right to waive this prohibition in order to communicate as much
information as it can and as soon as possible. The Coloplast Entity must document such efforts to be able
to demonstrate that it did so.
If, in the above cases, despite having used its best efforts, the requested Coloplast Entity is not in a
position to notify the competent EEA data protection authorities, it must on an annual basis provide
general information on the requests it received to the competent EEA data protection authorities (e.g.
number of applications for disclosure, type of data requested, requester if possible, etc.).
Where there is a conflict between national law and the commitments in the BCR the Corporate Data
Protection Officer will escalate this to the executive management or general counsel of Coloplast who will
take a responsible decision on what action to take and will consult the competent data protection
authorities in case of doubt.
16. Contact
The Coloplast Group has a system in place to oversee and ensure compliance with all aspects of this
BCR. The governance of the BCR is the responsibility of a Corporate Data Protection Officer reporting to
the General Counsel.
Data subjects can raise any concerns with the local data Protection Manager of the relevant Coloplast
Entity, if such one is designated, or with the Corporate Data Protection Officer at Coloplast:
Coloplast A/S
Holtedam 1
3050 Humlebaek
Denmark
Email: dataprotectionoffice@coloplast.com
Internet: http://www.Coloplast.com

Appendix 1 – Procedure on the data subject’s rights of access,
rectification, blocking and deletion of personal data
1
Procedure on the data subject’s rights of access, rectification, blocking and deletion of
personal data
1.2

The GDPR gives data subjects whose personal data is collected and/or processed and used in
the EEA, the right to be informed of whether any personal data about them is being processed
by an organisation under the GDPR (“Subject Access”).

1.1
Data subjects whose personal data is collected and/or used in EEA and/or transferred between
Coloplast Entities, as defined in the Binding Corporate Rules, will also benefit from the right of Subject
Access. This procedure explains how the Coloplast Entities deals with a subject access request relating
to such personal data (referred to as “Request” in this procedure).
1.2
Where a Request is subject to the GDPR because it is made in respect of personal data
collected and/or used within the EEA, such a request will be dealt with by the relevant Coloplast Entity in
accordance with this procedure. This procedure does not confer rights nor override any legal provisions
which either require or prevent disclosure of personal data. If e.g. in such cases where the applicable
Member State data protection laws may differ from this procedure, the Member State data protection law
will prevail. However, if the Member State law provides a lower level of protection for personal data than
the GDPR the GDOR shall prevail. Each Coloplast Entity shall check for itself, whether such local
statutory regulations (e.g. data protection laws) exist and shall ensure compliance with these.
1.3

A data subject making a Request to a Coloplast Entity under this procedure is entitled to:

a.

Be informed whether the Coloplast Entity holds and is processing personal data about that
data subject.

b.

Be given at least the following information:
I.

the purposes of the processing,

II.

the categories of personal data concerned,

III.

the recipients or categories of recipients to whom the personal data are disclosed,

IV.

the envisaged period for which the personal data will be stored, or, if not possible, the
criteria used to determine that period,

V.

the existence of the right to request from the Coloplast Entity rectification or erasure
of personal data or restriction of processing of personal data concerning the data
subject or to object to such processing, the right to lodge a complaint with a
supervisory authority,

VI.

where the personal data are not collected from the data subject, any available
information as to their source, and

VII.

whether automated decision making, including profiling, will be applied to the
personal data, including information on the logic involved in such decision making
and the significance and envisaged consequences of such processing.

1.4
Communication in intelligible form of the personal data held by the Coloplast Entity.The data
subject making a Request may do so in writing e.g. via email. However emails must not be sent through
social networking platforms. The Request must be made by the data subject her or himself and sent to
the Local Data Protection Manager. All Local Data Protection Managers are listed on Coloplast’s website
http://www.coloplast.com/Global/Legal-Aspects/.
1.5
The data subject making the Request is obliged to provide proof of identity and residence before
the Request is processed by the relevant Coloplast Entity. Under normal circumstances no fee will be
applied by the Coloplast Entities for the processing of the Request.
1.6
Subject to clause 1.6 a Coloplast Entity must respond to a Request within a maximum of four
weeks of receipt of the Request or within this deadline inform the data subject making the Request when
a response will be provided. However, a response must be provided within three months of receipt of the
Request.
1.7
The Coloplast Entity may ask for information which the Coloplast Entity may reasonably require
in order to confirm the identity of the data subject making the Request and to locate the information which
that data subject seeks.
2
2.1

Procedure
Receipt of a Request
2.1.1 If any employee or subcontractor of a Coloplast Entity receives any Request from a data
subject for its personal data, they must pass the Request to the Local Data Protection Manager
immediately upon receipt indicating the date on which the Request was received together with
any other information which may assist the Local Data Protection Manager to deal with the
Request.
2.1.2 The Request does not have to be official or mention data protection law to qualify as a
Subject access request.

2.2

Initial Steps
2.2.1 The Local Data Protection Manager will make an initial assessment of the Request to
decide whether it is a valid request according to applicable law and this procedure and whether,
any further information, including confirmation of identity, is required.
2.2.2 The Local Data Protection Manager will then contact the data subject in writing to confirm
receipt of the Request, seek confirmation of identity or further information, if required, or decline
the Request if one of the exemptions to subject access applies.

2.3

Exemptions to subject access:
2.3.1 A Request may be refused where the Request is made to a Coloplast Entity established
within the EEA and relates to the use or collection of personal data by that entity, if the refusal to
provide the information is consistent with the law of the Member State in which the Coloplast
Entity is established.

2.4

The Search and the Response
2.4.1 The Corporate Data Protection Officer, or a Local Data Protection Manager, will arrange a
search of all relevant electronic and paper filing systems.
2.4.2 A Local Data Protection Manager may refer any complex cases to the Corporate Data
Protection Officer, particularly where the Request includes information relating to third parties or
where there is a risk that the release of personal data may prejudice commercial confidentiality
or legal proceedings.
2.4.3 The personal data requested will be collated by the Local Data Protection Manager into a
readily understandable format (internal codes or identification numbers used at the Coloplast
Entity that correspond to personal data shall be translated before being disclosed). A cover letter
will be prepared by the Local Data Protection Manager which includes information required to be
provided in response to a Request.
2.4.4 Where the provision of the information in permanent form is not possible or in cases where
the interests of the data subject speak in favour thereof the communication may, however, be
given in the form of oral information about the contents of the data. In such circumstances the
data subject may be offered the opportunity to have access to the information by inspection in
attendance of a Coloplast employee appointed by the Local Data Protection Manager or to
receive the information in another form.

2.5

Request for deletion, rectification or blocking of personal data
2.5.1 If a request is received for the deletion, rectification or blocking of that individual’s personal
data, such a request must be considered and dealt with as appropriate by the Local Data
Protection Manager.
2.5.2 If a Request is received advising of a change in that data subject’s personal data, such
information must be rectified or updated accordingly if a Coloplast Entity is satisfied that there is
a legitimate basis for doing so.
2.5.3 If the Request is to cease processing the data subject’s personal data because the rights
and freedoms of the data subject are prejudiced by virtue of such processing by a Coloplast
Entity, or on the basis of other compelling legitimate grounds, the matter will be referred by the
Local Data Protection Manager to the Corporate Data Protection Officer to assess. Where the
processing undertaken by a Coloplast Entity is required by Member State law, the Request will
not be regarded as valid.

2.6
All queries relating to this procedure are to be addressed to the Local Data Protection
Manager, who is entitled to pass such queries, including Requests and requests under 2.5 to the
Corporate Data Protection Officer.
3

Complaint handling
3.1.1 If a data subject who made a Request, including a request under clause 2.5 above,
remains dissatisfied with the outcome of the assessment made by Coloplast’s Local Data
Protection Manager and/or Corporate Data Protection Officer such person is entitled to complain
according to Coloplast’s Complaint Handling Procedure (Appendix 3 of the Binding Corporate
Rules).

4

Further information and review of Procedure
4.1.1 If any more information about this procedure or any other aspect of subject access is
needed, please contact:

Coloplast A/S
Holtedam 1
3050 Humlebaek
Denmark
Email: DataPrivacyOffice@coloplast.com
Internet: http://www.Coloplast.com
This Procedure will be reviewed and considered in line with applicable EU and Member State laws and
case law on subjects’ access cases and subject to procedures under the Binding Corporate Rules.

Appendix 2 – Audit Protocol
1.

Background

1.1.

The Coloplast Entities have adopted the BCR. The purpose of the BCR is to safeguard personal
data transferred between and processed by the Coloplast Entities. The BCR requires approval
from the EEA data protection authorities in the Member States from which the personal data is
transferred to and processed in. One of the requirements of the EEA data protection authorities is
that the Coloplast Entities audits according to the audit procedures compliant with the BCR and
relevant best practices and quality standards. This document describes how the Coloplast Entities
deal with this requirement.

2. Approach
2.1. Scope of audit
2.1.1.

The Coloplast Group’s audit effort is multi-layered, embedded in existing processes and covers
the entire BCR framework and the requirements and activities thereunder.

2.1.2.

External specialists audit the high-level framework, while Coloplast’s Corporate Data Protection
Officer, who also ensures that the audit activities address all aspects of the BCR, manages
internal audit activities, including methods of ensuring that corrective and preventive actions will
take place.

2.2.
2.2.1.

2.3.
2.3.1.

2.4.
2.4.1.

Responsibility for compliance
Coloplast’s Corporate Data Protection Officer is responsible for bringing the result of an audit to
the attention of the CFO, CIO and the legal department and Coloplast’s board of directors, who
are all committed to ensuring that any corrective actions remedying any non-compliance will take
place as soon as is reasonably possible.
Timing
The BCR is audited annually or at the request of Coloplast’s Corporate Data Protection Officer.
The scope of the audit is decided based on a risk and materiality assessment. Other audit
activities are carried out according to predefined schedules.
Auditors
Audit of the BCR framework is undertaken by an external specialist in connection with the annual
financial audit. Coloplast’s Corporate Data Protection Officer and selected subject matter experts

and key stakeholders carry out focussed specialist audits.
2.5.
2.5.1.

Report
The Coloplast Entities will provide copies of the results of any audit of the BCR to EEA data
protection authorities upon request. Data protection authorities may audit the Coloplast Entities
for the purpose of reviewing compliance with the BCR. The Coloplast Entities will co-operate with
the EEA data protection authorities and comply with the advice of the EEA data protection
authorities on any issues related to the BCR. Coloplast’s Corporate Data Protection Officer and
Legal Department will be responsible for liaising with the European data protection authorities for
the above purposes.

Appendix 3 – Complaint Handling Procedure
1.
1.1.

2.

Background
According to the current requirements by the data protection authorities in the Member States, the
Coloplast Group is obliged to implement a complaint handling procedure as part of the BCR. The
purpose of this procedure is to explain how a complaint brought by a data subject whose personal
data is processed by a Coloplast Entity, is handled.
How to make a complaint

2.1.

Data subjects can report complaints by contacting the Corporate Data Protection Officer, Local
Data Protection Manager, Legal Department or Business Manager. Contact information is available
on the Coloplast website http://www.coloplast.com/Global/Legal-Aspects/ where further information
as to how to make complaints can be found.

2.2.

Complaints are always forwarded to the relevant Local Data Protection Manager or Legal
Department. Complaints may be in writing and can for an example be submitted via e-mail

3.
3.1.

4.
4.1.

5.
5.1.

Complaint handling by Coloplast
The designated Local Data Protection Manager or Legal Department will handle the complaint in a
diligent and efficient manner and take all relevant steps to handle the complaint according to the
BCR and the law of the Member State in which the Coloplast Entity to which the complaint was
submitted is established. The complaint handling procedure will include involving relevant
employees within the Coloplast Entities and, if necessary, by taking external advice.
Response time
The local Coloplast legal department will acknowledge receipt of a complaint to the data subject
concerned within five (5) working days, investigating and making a substantive response within one
(1) month. The acknowledgement may be made by telephone followed up by a written
confirmation. If, due to the nature of the matter or other compelling reasons a satisfactory response
cannot be provided within this period, the local Coloplast legal department will inform the individual
having filed a complaint accordingly, including as to when a response can be expected. However, a
response must be provided within three months of receipt of the complaint.
When a finding is not acceptable to the complainant
If the finding by a Coloplast Entity is not acceptable and the complainant disputes the response of
the Coloplast entity or any aspect of a finding and notifies the Coloplast Entity accordingly, the
matter will be referred to the Corporate Data Protection Officer in Coloplast. The Corporate Data
Protection Officer will review the matter and advise the complainant to either accept the original
finding or to substitute a new finding. The Corporate Data Protection Officer will respond to the
complainant within one month of the referral. As part of the review, the Corporate Data Protection
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Officer may arrange to meet the parties in an attempt to resolve the complaint. The costs for this
will be borne by the applicable Coloplast Entity.
5.2.

If the complaint is upheld, the Corporate Data Protection Officer will arrange for any necessary
steps to be taken as a consequence depending on the character of the complaint and the steps
taken by the data subject.

5.3.

Data subjects, whose personal data is transferred from the EEA in accordance with the BCR, have
rights under the BCR to:
(a) complain to a EEA data protection authority; and/or
(b) lodge an application with a court of competent jurisdiction,
if they are not satisfied with the way in which the complaint has been resolved. Individuals entitled
to such rights will be notified accordingly as part of the complaints handling procedure and be given
relevant information as how to lodge a complaint.
The data subjects whose personal data is collected or otherwise processed is entitled to file a
complaint to an EEA data protection authority of competent jurisdiction or with a court as stated
above, even if they have not beforehand filed a complaint with the relevant Coloplast Entity.

6.

Third party beneficiary rights

Data subjects whose personal data is (i) transferred from the EEA to a country outside the EEA by a
Coloplast Entity and (ii) is subject to the BCR shall be able to enforce the following third party beneficiary
rights against such Coloplast Entity in accordance with Clause 4 or Clause 6 of the Undertaking, as
applicable:
(g)

to seek enforcement of compliance with the BCR, including its appendices, including but
not limited to seeking enforcement of the following rights and principles;
(i)

the substantive principles for the processing of personal data set out in Clause 5 of
the BCR Policy;

(ii)

the rights of the data subject set out in Clause 6.2 of the BCR Policy;

(iii) local statutory regulations in accordance with Clause 15 of the BCR Policy, insofar as
such local law stipulates a higher level of protection of personal data than the BCR;
(iv) the right to make a complaint through the procedure set out in this Complaint
Handling Procedure;
(v)

(h)

any support of or cooperation needed with data protection authorities pursuant to
Clause 12 of the BCR Policy;

to lodge a complaint with an EEA data protection authority of competent jurisdiction, in
particular in the Member State of the data subject's;
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(i)

habitual residence;

(ii)

place of work; or

(iii) where the alleged infringement of the BCR occurred; and/or
(i)

to take action against a Coloplast Entity in order to enforce compliance with the BCR in the
courts of the jurisdiction in which:
(i)

the Coloplast Entity responsible for the alleged breach is established; or

(ii)

the Coloplast Entity responsible for exporting the personal data is established; or

(iii) the data subject has his or her habitual residence;
(j)

to make complaints to a Coloplast Entity within the EEA and, where appropriate, receive
compensation from a Coloplast Entity for damage suffered as a result of a breach of the
BCR in accordance with the determination of a court or other competent authority. Such
complaints may be made in accordance with this Complaint Handling Procedure;

(k)

to obtain redress and where appropriate compensation from the exporting Coloplast Entity
or the Coloplast Headquarter in case of any damages resulting from a breach of the BCR
by a Coloplast Entity; and

(l)

to obtain a copy of the BCR with its appendices and the Undertaking on request or by
obtaining a copy of the BCR on Coloplast’s website.

In the event of a claim being made in which a data subject has suffered damage Coloplast has agreed
that the burden of proof to show that (i) a Coloplast Entity outside the EEA is not responsible for the
breach, or (ii) that no such breach took place, will rest with the Coloplast Entity responsible for exporting
the personal data to a Coloplast Entity outside the EEA. For claims directed towards the Coloplast
Headquarter, the burden of proof will be on the Coloplast Headquarter, regardless of which Coloplast
entity was responsible for the alleged breach.
In addition, claims may be brought against the Coloplast Headquarter that has undertaken to accept
responsibility for and agreed to take the necessary action to remedy the acts of other Coloplast Entities
outside of the EEA and to pay compensation for any damages resulting from the violation of the BCR by
Coloplast Entities.
In the event that a non-EEA Coloplast Entity is no longer a party to the BCR or otherwise ceases to exist,
the third-party beneficiary rights provided to Data Subjects under this clause 7 will survive in order to
ensure that the Data Subject’s rights are not affected by such withdrawal from the BCR.
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Appendix 4 – Co-operation Procedure
1.

This Co-operation Procedure sets out the way in which the Coloplast Entities will co-operate with the
EEA data protection authorities in relation to the BCR.

2.

Where required, the Coloplast Entities will make the necessary personnel available for dialogue with
an EEA data protection authority in relation to the BCR.

3.

Coloplast will:

3.1.

Abide with any decisions made by the EEA data protection authorities on any data protection law
issues that may affect the BCR; and

3.2.

Comply with the views of the European Data Protection Board as outlined in its published guidance
on Binding Corporate Rules.

4.

The Coloplast Entities will provide upon request copies of the results of any audit of the BCR to an
EEA data protection authority of competent jurisdiction.

5.

If a Coloplast Entity is located within the jurisdiction of the EEA the Coloplast Entity agrees that the
relevant EEA data protection authority may audit that the Coloplast Entity for the purpose of
reviewing compliance with the BCR, in accordance with the applicable law of the Member State in
which the Coloplast Entity is located, or, in the case of a Coloplast Entity located outside EEA, in
accordance with the applicable law of the Member State from which the personal data is transferred
under the BCR.

6.

The Coloplast Entities agree to abide with a decision of the relevant EEA data protection authority on
any issues related to the interpretation and application of the BCR.
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Appendix 5 – Updating Procedure
1.

This Updating Procedure sets out the way in which Coloplast will communicate changes to the
Binding Corporate Rules (“BCR”) to the relevant EEA data protection authorities, data subjects and
to the Coloplast Entities bound by the BCR.

2.

Coloplast’s Corporate Data Protection Officer will keep track of and record any updates to the BCR
and provide the necessary information to the data subjects or EEA data protection authorities upon
request.

3.

Coloplast will without undue delay communicate any material changes to the BCR to the Danish
Data Protection Agency (in Danish: “Datatilsynet”) and any other relevant EEA data protection
authorities. Coloplast will also provide a brief explanation of the reasons for any notified changes to
the BCR. Coloplast will once a year provide Datatilsynet with an overview of changes made, which
are not considered to be substantial.

4.

Coloplast will communicate any changes to the BCR to the Coloplast Entities bound by the BCR
and to relevant data subjects who benefit from the BCR. The BCR contains a change log which sets
out the date the BCR is revised and the details of any revisions made.

5.

Coloplast’s Corporate Data Protection Officer will maintain an up to date list of the Coloplast Entities
bound by the BCR and ensure that all new Coloplast Entities are bound by the BCR and can deliver
compliance with the BCR before a transfer of personal data to them takes place.
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Appendix 6 – Overview of data processing activities covered by the BCR
Processing
activities

Purpose of
processing

Categories
of data
subjects

Categories
of personal
data

Categories
of
recipients
(in scope of
the BCR)

International
transfer
destination

Place of storage

Time limits
for erasure

HR function

Recruitment,
Hiring, Personnel
Administration,
Performance
Management,
Employee
Development and
Exit of employees

Employees,
applicants,
former
employees

Contact
informatio
n, CVs,
application
s,
employmen
t details,
performanc
e details,
health
informatio
n, union
membershi
p

Coloplast
Group
Entities as
defined in
the BCR
and as
listed in the
Undertakin
g

If centralised
HR system is
used, data is
stored within
the EU.

Following
local law
requirements
for keeping
HR data and
subject to
clause 5.4 of
the BCR.

Management of
customer
relationships,
including
pharmacovigilanc
e

Customers,
patients/us
ers, HCPs

Contact
informatio
n, customer
relationshi
p details,
including
purchase
history,
health
informatio
n (patients)

Coloplast
Group
Entities as
defined in
the BCR
and as
listed in the
Undertakin
g

Data may be
shared with
central
functions in HQ
in Denmark and
business
support
functions in
Poland. Further,
data may be
transferred to
the following
international
transfer
destinations
where Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
- Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica
Data may be
shared with
central
functions in HQ
in Denmark and
business
support
functions in
Poland.

Customer
management

Further, data
may be
transferred to
the following
international
transfer
destinations
where Coloplast
Entities are
established:

Data will also be
stored in the
following
countries where
Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
- Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica

If the
centralised CRM
system is used,
data is stored
within the EU.
Data will also be
stored in the
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following
countries where
Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel

Following
local law
requirements
for keeping
CRM and
pharmacovigil
ance data and
subject to
clause 5.4 of
the BCR.

Supplier
management

Management of
relationships with
suppliers and
other business
contacts

Suppliers,
other
business
contacts

Contact
informatio
n,
relationshi
p details

Coloplast
Group
Entities as
defined in
the BCR
and as
listed in the
Undertakin
g

- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica

- Japan
- South Korea
- Russia
- Slovak
Republic
Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica

Data may be
shared with
central
functions in HQ
in Denmark and
business
support
functions in
Poland.

If the
centralised ERP
system is used,
data is stored
within the EU.

Further, data
may be
transferred to
the following
international
transfer
destinations
where Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica
Research and
development

Clinical trials and
product
development

Patients,
HCPs

Contact
informatio
n,
relationshi
p details,
health

Coloplast
Group
Entities as
defined in
the BCR
and as
listed in the

Data is generally
processed in the
country of the
Coloplast Entity
being the
sponsor of the
trial/research
activity, but may

Data for
pharmacovigilan
ce is stored in a
central system
within the EU.

Data will also be
stored in the
following
countries where
Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica

Following
local law
requirements
for keeping
business
related data,
including local
bookkeeping
laws and
subject to
clause 5.4 of
the BCR.
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Data from
clinical trials
and research
activities are
stored in the
country of the
Coloplast Entity
being the

Following
local law
requirements
for keeping
clinical trials
and research
data and
subject to

informatio
n (patients)

Undertakin
g

be shared with
central
functions in HQ
in Denmark.
Further, data
may be
transferred to
the following
international
transfer
destinations
where Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica

sponsor of the
trial/research
activity.
Thus, data may
also be stored in
the following
countries where
Coloplast
Entities are
established:
- Argentina
- Australia
- Brazil
- Canada
- China
- India
- Israel
- Japan
- South Korea
- Russia
- Slovak
Republic
Slovenská
republika
- Switzerland
- Taiwan
- Turkey
- USA
- Costa Rica
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clause 5.4 of
the BCR.

Appendix 7 – Covered entities
Coloplast A/S
Holtedam 1
3050 Humlebaek
Denmark
Company registration number: 69749917

Coloplast de Argentina SA
Bouchard 547, 13 floor
C1106ABG Buenos Aires
Argentina
Company registration number: No. 1.638.827 Registered in “Registro Publico de
Comercio” (R.P.C) under No. 9319, libro 122, tomo “A” de Sociedades Anonimas.

Coloplast Pty Ltd.
Level 4, 1 Acacia Place
Ferntree Business Park
Notting Hill
Victoria 3168
Australia
Company registration number: ACN 054 949 692

Coloplast Ges.m.b.H.
Thomas Klestil Platz 10
A-1030 Vienna
Austria
Company registration number: FN 33237 d

Coloplast Belgium NV/SA
De Gijzeleer Industrial Park
Guido Gezellestraat 121
1654 Beersel/Huizingen
Belgium
Company registration number: T.V.A registration number 0423.051.642

Coloplast do Brasil Ltda.
Rua Luis Correia de Melo, nº 92 – conjuntos 141 e 142
Vila Cruzeiro, São Paulo, CEP 04726-220
Brazil
Company registration number: NIRE 3320617208-44

Coloplast Canada Corporation
2 Queen Street East, 15th Floor,
Toronto, ON M5C 3G5
Canada
Company registration number: 1161590550 (Québec)
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Coloplast (China) Medical Devices Ltd.
Unit1301-1306, 13th Floor, Building 1, No.5 Lido Huayuan Road,
Chaoyang District, Beijing
China
Company registration number: Identity No. 660501337

Coloplast (China) Ltd.
No. 202 Boa Cheng Rd.
Zhuhai Free Trade Zone
Zhuhai 519030
Guangdong
China
Company registration number: Unite Social Credit code/number:
9144040061807858XR

Coloplast (Hong Kong) Ltd.
Units 2606-07, 26th Floor
Laws Commercial Plaza
788 Cheung Sha Wan Road
Lai Chi Kok, Kowloon
Hong Kong
China
Company registration number: Company No. 762772

Coloplast Czech s.r.o.
Radlická 740/113d, Jinonice
158 00 Prague 5
Czech
Identification No: 096 28 959

Coloplast Ejendomme A/S
Holtedam 1
3050 Humlebaek
Denmark
Company registration number: 13512582

Coloplast Oy
Äyritie 12 B
01510 Vantaa
Finland
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Company registration number: 2394871-8

Laboratoires Coloplast S.A.S.
Laboratoires Coloplast
Les Jardins du Golf
6 rue de Rome
93110 Rosny-sous-Bois
France

Company registration number: Registration number 312 328 362 R.C.S. Bobigny

Coloplast Manufacturing France S.A.S.
9 avenue Edmond Rostang CS 70218
24206 Sarlat-la-Canéda Cédex
France
Company registration number: 338 864 770 R.C.S. Bergerac
Lilial S.A.S.
1, rue Francis Inizan
49800 Trélazé
France
Company registration number: 449 492 651 R.C.S. Angers
Coloplast Distribution GmbH
Werner Schröder Str. 1
21035 Hamburg
Germany
Company registration number: HRB 79103

Coloplast GmbH
Kuehnstrasse 75
22045 Hamburg
Germany
Company registration number: HRB 65501

Coloplast Limited
Nene Hall
Lynchwood Park
Peterborough Business Park
Peterborough
Cambs. PE2 6FX
Great Britain
Company registration number: 01094405
Coloplast Medical Limited
Nene Hall
Lynchwood Park
Peterborough Business Park
Peterborough
Cambs. PE2 6FX
Great Britain
Company registration number: 04318120

Charter Healthcare Limited
Nene Hall
Lynchwood Park
Peterborough Business Park
Peterborough
Cambs. PE2 6FX
Great Britain
Company registration number: 01237185

Coloplast B.V.
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Softwareweg 1,
3821 BN, Amersfoort
Netherlands
Company registration number: Trade register number 31030211

Coloplast Hungary Kft.
Búzavirág út 15
2800 Tatabánya
Hungary
Company registration number: Trade reg. No. Cg. 11-09-008145

Coloplast (India) Private Limited
507, 5th Floor, Bhikaji Cama Bhavan Bhicaji Cama Place
New Delhi 110066
India
Company registration number: Corporate Identity No. U24100DL2011PTC217304
Coloplast Israel Ltd
5 Ha'melacha Street
Netanya
Israel
Company registration number: 515675932
Coloplast S.p.A.
Via Trattati Comunitari Europei, 9
40127 Bologna
Italy
Company registration number: REA BO 0333119

Coloplast K.K.
11F, Instituto Italiano di Cultura Bldg.
2-1-30 Kudan Minami
Chiyoda-ku
Tokyo 102-0074
Japan
Company registration number: 0100-01-103790

Coloplast Korea Limited
9th Floor, Chang-gang Building
86 Mapo-daero, Mapo-gu
04168 South Korea
Company registration number: Company No. 110111-3751602
Coloplast Norge AS
Ryenstubben 10
0679 Oslo
Norway
Company registration number: 931 925 822
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Coloplast Sp. zo.o.
ul. Inflancka 4
00189 Warsaw
Poland
Company registration number: Company No. 0000118096

Coloplast Business Centre Sp. z o.o.
Al. Piastow 30
71064 Szczecin
Poland
Company registration number: Company No. 0000338490

Coloplast Portugal, Sociedade Unipessoal Lda.
Praça Nuno Rodrigues dos Santos, nº 7,
salas 19/20
1600-171 Lisboa
Portugal
Company registration number: 503989037
Coloplast II Portugal, Unipessoal Lda.
Rua Tierno Galvan, 10,
Torre 3, Piso 13, Torre das Amoreiras,
1070-274 Lisboa
Portugal
Company registration number: NIF/NIPC 514719311

Coloplast LLC
Leningradsky Avenue 72
Building 2, BC "Alcon"125315 Moscow
Russia
Company registration number: Unified State Register of Legal Entities: 107 776 351
36 73
Coloplast Slovakia s.r.o.
Polus Tower II
Vajnorská 100/B
831 04 Bratislava
Slovak Republic
Company registration number: 50 749 358
Coloplast A-S
61 Katherine, Office 204, Second Floor, 61 Katherine Street,
Sandton, 2196
South Africa
Company registration number: 1994/008553/10
Coloplast Productos Médicos S.A
Condesa de Venadito, 5 - 4th floor
28027 Madrid
Spain
Company registration number: N.I.F. No. A-28899003
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Coloplast AB
Box 10171
434 22 Kungsbacka
Sweden
Company registration number: Org. number 556207-5431

Coloplast AG
Blegistrasse 1, Euro 1
6343 Rotkreuz
Switzerland
Company registration number: Company # CHE-108.386.005
Coloplast Taiwan Co., Ltd
Room B3, 14F No. 85 Sec. 4
Renai Rd., Daan Dist.
106 Taipei
Taiwan
Company registration number: N/A

Coloplast Turkey AS (Coloplast Turkey Medikal Gerecler)
Bayar Cad. Gülbahar Sok.
Perdemsac Plaza 2 No. 19
Kozyatağı
İstanbul
Turkey
Company registration number: 879594

Coloplast Corp.
1601 West River Road North
Suite 305
Minneapolis, MN 55411
US
Company registration number: A Delaware corporation EIN 26-0755281

Coloplast Manufacturing US, LLC
1601 West River Road North, 5th Floor
Minneapolis, MN 55411
US
Company registration number: A Minnesota limited liability company EIN 16-1760263
Comfort Medical, LLC
4385 NW 124th Ave
Coral Springs, FL 33065
USA
Company registration number: Tax ID 65-1120748
Coloplast Volume Manufacturing Costa Rica SA
Registration Number 3 101 754521
Zona Franca La Lima
Calle 58, Edificio Multitenant, modulo 5 & 6
30106 La Lima, Guadalupe, Cartago
Costa Rica
Company registration number: 3-101-754521
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Coloplast Danmark A/S
Holtedam 1
3050 Humlebæk
Danmark
Company registration number: 19020940

Nine Continents, Inc.
7351 Kirkwood Lane N., Ste. 130,
Maple Grove, MN 5536
US

Affordable Medical, LLLC
24638 State Road 54,
Lutz, FL 33559
US

Rocky Mountain Medical, LLC
6714 N Pittsburg St.,
Spokane, WA 99217
US

Hope Medical Supply Company
1116 E Houston St., Suite 108,
San Antonio, TX 78205
US
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